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Form for obtaining data for the commissioning of the test AS4 automatic communication environment PRODUCTION 
This document and its contents are confidential. No part of this document may be reproduced in whole or in part or shown to third parties or used for purposes other than those for which it was provided without the prior written approval of the companies OTE, a.s.
Form for obtaining data for the commissioning of the test AS4 automatic communication environment PRODUCTION 

Part I. – Identification of an external entity 
ID RMP/EAN/EIC:      
Company name:      
Contact person:
	Name
	Function
	E-mail
	Telephone

	     
	     
	     
	     

	     
	     
	     
	     

	     
	     
	     
	     


Part II. – Type AS4 communication 
  FORMCHECKBOX 

OneWay/Push
Part III. – AS4 connection parameters 
	
	OTE 
	Applicant

	Network settings
	
	

	AS4-URL
	https://as4.ote-cr.cz/as4/msh
	     

	Inbound public IP-Address (Firewall)
	91.209.101.81


	     

	Outbound public IP-Addresses (Firewall)
	91.209.101.20


	     

	Port
	443 (HTTPS)
	     

	
	
	

	AS4 parameters
	
	

	PartyID
	27XGOTE-CZ-GAS-R
	     

	PartyID Type (optional)
	http://www.entsoe.eu/eic-codes/eic-party-codes-x
	     

	Role
	ZSX
	     

	Agreement Ref
	http://entsog.eu/communication/agreements/EIC_A/EIC_B/V

where “EIC_A”, “EIC_B” are the party’s EIC codes in alphabetical order and “V” is a number which increments which each certificate update

Example: http://entsog.eu/communication/agreements/27XGOTE-CZ-GAS-R/RECEIVER_EIC_CODE/1
	     

	Action
	http://docs.oasis-open.org/ebxml-msg/as4/200902/action
(see Part VI. for test message value)
	     

	Service
	A06
(see Part VI. for test message value)
	     

	Signature Algorithm
	SHA-256
	     

	Encryption Alghorithm
	AES128-GCM
	     

	Compression
	application/gzip
	     

	Format
	EDIGAS-XML
	     

	Certificate Authority
	PostSignum Root QCA 4 (Signature + Encryption)
	     

	Key  size
	2048
	     


Part IV. – External entity certificates 
TLS server certificate       
Signature certificate      
Encryption certificate       
Part V. – Definition of exchanged messages 
	Message code
	Document type (NOMINT,NOMRES,APERAK…)

	     
	 FORMDROPDOWN 
       

	     
	 FORMDROPDOWN 
       

	     
	 FORMDROPDOWN 
       

	     
	 FORMDROPDOWN 
       

	     
	 FORMDROPDOWN 
       

	     
	 FORMDROPDOWN 
       


Instructions for filling out the form 
Part I.

Fill in your identification data.

Part II.

Indicate here the method of communication with AS4endpoint. Currently, only the OneWay / Push scenario implemented within the ENTSOG profile is supported.

Part III.

Section is used to obtain data, set network traffic on OTE and external subject firewalls.

Notice: When defining an IP address, it is necessary to pay attention to address translation (NAT), or the existence of redundant connections and thus the possibility of more outgoing IP addresses.

Part IV.

Certificates used in communication between OTE and an external participant. 
TLS certificate:
· In the TLS certificate section, enter the TLS public part of the server certificate that is configured on your AS4 endpoint.
· Must be server commercial certificate with extended key usage „Server Authentication“.
· CN (subject) of the certificate must include URL of the server (wildcard certificate is allowed).

· Certificate must be valid and must be issued by certificate authority that is accepted by OTE. 

Signature certificate: 

· To section Signature certificate enter public part of the certificate that will be used for signing of AS4 messages and provide for which system user the certificate will be assigned. 

· Signature certificate must be qualified, meet the eIDAS conditions and must be issued by certificate authority that is accepted by OTE.
Encryption certificate: 

· To the section Encryption certificate enter public part of the certificate that will be used for encryption of AS4 messages and provide for which system user the certificate will be assigned.
· Encryption certificate must be commercial and must be issued by certificate authority that is accepted by OTE.
All certificates must be valid and issued by certificate authority that is accepted by OTE.
Signature and encryption certificate must be registered for the same system user. 

For the AS4 communication must be set up a new system user that is dedicated for AS4 use. The creation of the dedicated system user will be done by OTE operator.  

Certificates can be either attached in zip file to e-mail or attached as an object to Word document.

Part V.

Determination of messages that will be communicated between the subscriber and OTE. Messages can be specified either directly using the message code or the message type. If a specific message code is not specified, all messages of the given type will be sent automatically.

List of messages transmitted by AS4 communications (gas commodity only): 

•
ALOCAT

•
APERAK

•
BALACT

•
GASDAT

•
IMBNOT

•
NOMINT

•
NOMRES

•
SHPCDS

•
CDSGASCLAIM
Part VI.
OTE system uses standard EBXML 3 PING message (http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/core/cs02/ebms_core-3.0-spec-cs-02.html) for connectivity test. It is recommended to configure PMode with correct Service and Action values along the standard ones. The payload (<TESTCONNECTION/>) has to be ignored during processing.

Ping message has following Service and Action values:

Service: http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/service
Action: http://docs.oasis-open.org/ebxml-msg/ebms/v3.0/ns/core/200704/test
For more information, contact: plyn@ote-cr.cz
�  Please send the completed form to � HYPERLINK "mailto:plyn@ote-cr.cz" �plyn@ote-cr.cz�, in the subject line, state the Company Name, AS4 Production automatic communication 








	
	



